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MEMORANDUM OF UNDERSTANDING BETWEEN SAN MIGUEL COUNTY 

DEPARTMENT OF PUBLIC HEALTH AND ENVIRONMENT, TELLURIDE 

MARSHAL’S DEPARTMENT, TOWN OF MOUNTAIN VILLAGE POLICE 

DEPARTMENT, TELLURIDE FIRE PROTECTION DISTRICT AND WESTERN 

COLORADO REGIONAL DISPATCH CENTER REGARDING POSITIVE COVID-19 

CASE FLAGGING FOR PUBLIC SAFETY RESPONSE 

 

THIS MEMORANDUM OF UNDERSTANDING (“MOU”) is entered into and made 

effective as of this _________day of ________2020, by and between San Miguel County 

Department of Public Health and Environment (hereinafter referred to as the “County Public 

Health”); the Telluride Marshal’s Department (hereinafter referred to as the “TMO”); the Town 

of Mountain Village Police Department (herein referred to as the “MVPD”); the Telluride Fire 

Protection District, a political subdivision and special district within the State of Colorado 

(hereinafter referred to as the “TFPD”) and the Western Colorado Regional Dispatch Center 

(hereinafter referred to as the “WestCO”).  The aforementioned entities are referred to 

collectively as the “Parties,” or individually as a “Party”. 

RECITALS 

WHEREAS,  on March 11, 2020, Governor Jared Polis issued Executive Order D 2020 003 and 

pursuant to Article IV, Section 2 of the Colorado Constitution and the relevant portions of the 

Colorado Disaster Emergency Act C.R.S.§ 24-33.5-701 et seq., declared a state of disaster 

emergency due to the presence of COVID-19 in Colorado; and 

WHEREAS, in response to the growing global threat posed by COVID-19, the Colorado 

Department of Public Health and Environment (“CDPHE”) activated its Emergency Operations 

Center and has coordinated its response to this emerging epidemic through and is collaborating 

with local public health agencies across the State to conduct disease surveillance and control 

activities; and 

WHEREAS, in an effort to help streamline communications, CDPHE has established guidance 

on what to do in the event of a presumptive positive case in local jurisdictions to ensure that the 

appropriate persons and agencies are provided notification, and to protect patient privacy, public 

health, and public safety; and 

WHEREAS, in a CDPHE letter issued March 7, 2020 Communication Guidance re: COVID-19, 

Chief Medical Officer Eric France stated that “local public health agencies notify key officials or 

agencies in their jurisdiction such as: municipal and county officials, State legislators who 

represent the area where the patient is, local police departments, fire departments, and emergency 

medical services, and the County Sheriff”; 

WHEREAS, in consideration of the current multiple positive cases of COVID-19, a coronavirus 

in San Miguel County and in anticipation of more, the Parties believe that it is in the best interest 

of the health, safety, and welfare of our community to share some amount of identifying 

information for the protection of first responders to protect them from increased risk of 

contracting the disease; and 
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WHEREAS, County Public Health, TMO, MVPD and TFPD are responsible for the 

preservation of the health, safety, and welfare of the Telluride and Mountain Village 

Communities and equally share in this obligation; and 

WHEREAS, County Public Health is authorized by C.R.S. § 25-1-122(4)(b) to release medical 

and epidemiological information to the extent necessary for the treatment, control, investigation, 

and prevention of diseases and conditions dangerous to the public health so long as every effort 

is made to minimize the disclosure of personal identifying information beyond what is necessary 

to address the public health crises; and 

WHEREAS, County Public Health (and/or certain staff members and advisors) is considered a 

Covered Entity under the Health Insurance Portability and Accountability Act (“HIPAA”) with 

responsibilities concerning Protected Health Information (“PHI”) under HIPAA’s Privacy Rule; 

and 

WHEREAS, the Parties seek to comply with all rules and regulations imposed by the CDPHE, 

the United States Department of Health and Human Services (“DHHS”), and, in particular, the 

rules and regulation promulgated under federal law, in particular HIPAA; and 

WHEREAS, on March 24, 2020, Office for Civil Rights of DHHS issued guidance concerning 

disclosures to law enforcement, paramedics, other first responders and public health authorities. 

WHEREAS, the Office for Civil Rights of DHHS has stated that “the HIPAA Privacy Rule 

permits a covered entity to disclose the protected health information (PHI) of an individual who 

has been infected with, or exposed to, COVID-19, with law enforcement, paramedics, other first 

responders, and public health authorities1 without the individual’s HIPAA authorization…”; and 

WHEREAS, the Parties wish to enter into this Memorandum of Understanding to ensure 

appropriate transparency in this time of crisis while protecting public safety, public health, and 

the patient’s medical privacy and personal security. 

AGREEMENT 

NOW THEREFORE, in consideration of the promises and covenants herein, the Parties agree 

as follows: 

1. Testing and Waivers.  County Public Health, which is a covered entity under HIPAA, 

shall use best efforts to obtain verbal and written consent of patients tested for COVID-19 

concerning limited disclosure to local law enforcement agencies and first responders. 

2.  Information Release Concerning Positive Cases of Coronavirus.  Regardless of whether 

the aforementioned patient consent or authorization has been obtained, a Public Health 

Official shall, as soon as practicable and possible, verbally share with the WestCO 

                                                           
1 Under HIPAA, “public health authority” means an agency or authority of the United States, a State, a territory, a 

political subdivision of a State or territory, or an Indian tribe, or a person or entity acting under a grant of authority 

from or contract with such public agency, including the employees or agents of such public agency or its contractors 

or persons or entities to whom it has granted authority, that is responsible for public health matters as part of its 

official mandate.  45 CFR 164.501 (definition of “public health authority”).   
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Motorola FLEX CAD System Administrator, at minimum, the first and last initial of the 

person who has tested positive for COVID-19 and that person’s home address. The 

WestCO Motorola FLEX CAD System Administrator, or her designee, shall enter the 

aforementioned information into the Motorola FLEX CAD System, which will alert 

dispatch operators and emergency responders if that address is accessed in the system.  

The Parties agree that this information may be provided to emergency responders for 

limited purposes as necessary to prevent or lessen a serious and imminent threat to the 

health, safety, and welfare of the public.  To the extent that this information becomes 

known to employees of TMO, MVPD, TFPD and WestCO, those persons and entities 

shall employ every effort to ensure that this information is used only to prevent or lessen 

a serious imminent threat, and shall safeguard such personally identifiable information 

against disclosure beyond that purpose. 

3. Removal of Information Concerning Positive Cases of Coronavirus.  Once it becomes 

known to County Public Health that a person who was positive for COVID-19 is no 

longer contagious with COVID-19, a Public Health Official shall again verbally contact 

the WestCO Motorola FLEX CAD System Administrator to request removal of the flag on 

that person’s initials and address from the Motorola FLEX CAD System. 

4.  Disclosures under HIPAA.  HIPAA protects the privacy of PHI but is balanced to ensure 

that appropriate uses and disclosures of the information still maybe made when necessary 

to treat a patient, to protect the nation’s public health, and for other critical purposes.  

County Public Health is agreeing to provide the personal health information of COVID-

19 patients for the explicit purpose of preventing or lessening a serious and imminent 

threat to the health or safety of a person or the public, and County Public Health believes 

that TMO, MVPD, and TFPD are reasonably able to prevent or lessen that threat.  

Accordingly, County Public Health is agreeing to provide this information, in good faith, 

as permitted by 45 C.F.R. 164.512(j)(l)(i). 

5.  Disclosure other than Law Enforcement and First Responders.  The Parties shall not 

disclose to the media or any member of the public the identity of or any identifiable 

information regarding a patient, nor shall the Parties disclose to any member of the public 

or media any specific information about treatment of an identifiable patient, such as 

specific tests, test results or details of a patient’s illness, without the patient’s express 

written authorization or the written authorization of a personal representative who is a 

person legally authorized to make health care decisions for the patient. 

6.  Responsibility for Disclosure.  The Parties agree that County Public Health is providing 

the PHI to the WestCO Motorola FLEX CAD System Administrator, for dissemination to 

first responders in emergency situations, in good faith for the purposes of preventing or 

lessening the public’s exposure to an epidemic.  The Parties agree that each Party shall be 

responsible for its own liability should any entity fail to comply with applicable federal 

privacy laws in regards to the confidentiality of the shared PHI. 

Signatures on following page 

DocuSign Envelope ID: 5AC02416-307E-4C6E-A860-31DF5D685D42



4 
 

IN WITNESS WHEREOF, the Parties have executed this MOU on the date first written above. 

 

SAN MIGUEL COUNTY DEPARTMENT OF  

PUBLIC HEALTH AND ENVIRONMENT      

 

 

________________________________    

Grace Franklin, Director   

 

 

 

TELLURIDE MARSHAL’S DEPARTMENT 

 

 

_________________________________ 
Josh Comte, Chief Marshal 

 

 

 

MOUNTAIN VILLAGE POLICE DEPARTMENT 

 

 

__________________________________ 

Chris Broady, Police Chief 

 

 

 

TELLURIDE FIRE PROTECTION DISTRICT 

 

 

________________________________ 

John Bennett, District Chief 
 

 

 

WESTERN COLORADO REGIONAL DISPATCH CENTER 

 

 

________________________________ 
Mandy L. Stollsteimer, Executive Director 
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COVID-19 and HIPAA: Disclosures to law enforcement, paramedics, 
other first responders and public health authorities 

 

Does the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule allow a 
covered entity to share the name or other identifying information of an individual who has 
been infected with, or exposed to, the virus SARS-CoV-2, or the disease caused by the virus, 
Coronavirus Disease 2019 (COVID-19), with law enforcement, paramedics, other first 
responders, and public health authorities without an individual’s authorization? 

 
Yes, the HIPAA Privacy Rule permits a covered entity to disclose the protected health 
information (PHI) of an individual who has been infected with, or exposed to, COVID-19, with 
law enforcement, paramedics, other first responders, and public health authorities1 without the 
individual’s HIPAA authorization, in certain circumstances, including the following2: 

• When the disclosure is needed to provide treatment. For example, HIPAA permits a 
covered skilled nursing facility to disclose PHI about an individual who has COVID-19 to 
emergency medical transport personnel who will provide treatment while transporting 
the individual to a hospital’s emergency department. 45 CFR 164.502(a)(1)(ii); 45 CFR 
164.506(c)(2). 

• When such notification is required by law. For example, HIPAA permits a covered 
entity, such as a hospital, to disclose PHI about an individual who tests positive for 
COVID-19 in accordance with a state law requiring the reporting of confirmed or 
suspected cases of infectious disease to public health officials. 45 CFR 164.512(a). 

• To notify a public health authority in order to prevent or control spread of disease. For 
example, HIPAA permits a covered entity to disclose PHI to a public health authority 

 
 

1 Under HIPAA, “public health authority” means an agency or authority of the United States, a State, a territory, a 
political subdivision of a State or territory, or an Indian tribe, or a person or entity acting under a grant of authority 
from or contract with such public agency, including the employees or agents of such public agency or its 
contractors or persons or entities to whom it has granted authority, that is responsible for public health matters as 
part of its official mandate. 45 CFR 164.501 (definition of "public health authority"). 
2 The HIPAA Privacy Rule limitations only apply if the entity or individual that is disclosing protected health 
information meets the definition of a HIPAA covered entity or business associate. This guidance provides examples 
of disclosures from certain types of entities, some of which are covered by HIPAA, and others that may not be. 
While the entities in the examples are covered under HIPAA, the examples are not intended to imply that all public 
health authorities, 911 call centers, or prison doctors, for example, are covered by HIPAA and are required to 
comply with the HIPAA Rules. 
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(such as the Centers for Disease Control and Prevention (CDC), or state, tribal, local, and 
territorial public health departments) that is authorized by law to collect or receive PHI 
for the purpose of preventing or controlling disease, injury, or disability, including for 
public health surveillance, public health investigations, and public health interventions. 
45 CFR 164.512(b)(1)(i); see also 45 CFR 164.501 (providing the definition of “public 
health authority”). 

• When first responders may be at risk of infection.  A covered entity may disclose PHI to 
a first responder who may have been exposed to COVID-19, or may otherwise be at risk 
of contracting or spreading COVID-19, if the covered entity is authorized by law, such as 
state law, to notify persons as necessary in the conduct of a public health intervention or 
investigation.  For example, HIPAA permits a covered county health department, in 
accordance with a state law, to disclose PHI to a police officer or other person who may 
come into contact with a person who tested positive for COVID-19, for purposes of 
preventing or controlling the spread of COVID-19. 45 CFR 164.512(b)(1)(iv). 

• When the disclosure of PHI to first responders is necessary to prevent or lessen a 
serious and imminent threat to the health and safety of a person or the public. A 
covered entity may disclose PHI to prevent or lessen a serious and imminent threat to a 
person or the public, when such disclosure is made to someone they believe can prevent 
or lessen the threat, which may include the target of the threat. For example,  HIPAA 
permits a covered entity, consistent with applicable law and standards of ethical  
conduct, to disclose PHI about individuals who have tested positive for COVID-19 to fire 
department personnel, child welfare workers, mental health crisis services personnel, or 
others charged with protecting the health or safety of the public if the covered entity 
believes in good faith that the disclosure of the information is necessary to prevent or 
minimize the threat of imminent exposure to such personnel in the discharge of their 
duties. 45 CFR 164.512(j)(1). 

• When responding to a request for PHI by a correctional institution or law enforcement 
official having lawful custody of an inmate or other individual, if the facility or official 
represents that the PHI is needed for: 

o providing health care to the individual; 
o the health and safety of the individual, other inmates, officers, employees and 

others present at the correctional institution, or persons responsible for the 
transporting or transferring of inmates; 

o law enforcement on the premises of the correctional institution; or 
o the administration and maintenance of the safety, security, and good order of 

the correctional institution. 
For example, HIPAA permits a covered entity, such as a physician, located at a prison 
medical facility to share an inmate’s positive COVID-19 test results with correctional 
officers at the facility for the health and safety of all people at the facility. 45 CFR 
164.512(k)(5). 
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General Considerations: Except when required by law, or for treatment disclosures, a covered 
entity must make reasonable efforts to limit the information used or disclosed under any 
provision listed above to that which is the “minimum necessary” to accomplish the purpose for 
the disclosure. 45 CFR 164.502(b). 

 
In some cases, more than one provision of the HIPAA Privacy Rule may apply to permit a 
particular use or disclosure of PHI by a covered entity. The illustrative examples below involve 
uses and disclosures of PHI that are permitted under 45 CFR 164.512(a), 164.512(b)(1), and/or 
164.512(j)(1), depending on the circumstances. 

 
ADDITIONAL EXAMPLES: 

 
• Example: A covered entity, such as a hospital, may provide a list of the names and 

addresses of all individuals it knows to have tested positive, or received treatment, for 
COVID-19 to an EMS dispatch for use on a per-call basis. The EMS dispatch (even if it is 
a  covered entity) would be allowed to use information on the list to inform EMS 
personnel who are responding to any particular emergency call so that they can take 
extra precautions or use personal protective equipment (PPE). 

 
Discussion: Under this example, a covered entity should not post the contents of such a list 
publicly, such as on a website or through distribution to the media. A covered entity under this 
example also should not distribute compiled lists of individuals to EMS personnel, and instead 
should disclose only an individual’s information on a per-call basis. Sharing the lists or 
disclosing the contents publicly would not ordinarily constitute the minimum necessary to 
accomplish the purpose of the disclosure (i.e., protecting the health and safety of the first 
responders from infectious disease for each particular call). 

 
• Example: A 911 call center may ask screening questions of all callers, for example, their 

temperature, or whether they have a cough or difficulty breathing, to identify potential 
cases of COVID-19. To the extent that the call center may be a HIPAA covered entity, the 
call center is permitted to inform a police officer being dispatched to the scene of the 
name, address, and screening results of the persons who may be encountered so that 
the officer can take extra precautions or use PPE to lessen the officer’s risk of exposure 
to COVID-19, even if the subject of the dispatch is for a non-medical situation. 

 
Discussion: Under this example, a 911 call center that is a covered entity should only disclose 
the minimum amount of information that the officer needs to take appropriate precautions to 
minimize the risk of exposure. Depending on the circumstances, the minimum necessary PHI 
may include, for example, an individual’s name and the result of the screening. 
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Covered entities should consult other applicable laws (e.g., state and local statutes and 
regulations) in their jurisdiction prior to using or making disclosures of individuals’ PHI, as such 
laws may place further restrictions on disclosures that are permitted by HIPAA. 

 
Resources 

 
The CDC’s National Institute for Occupational Safety and Health (NIOSH) has published a 
document that adds COVID-19 to its list of potentially life-threatening infectious diseases to 
which emergency response employees (EREs) may be exposed while transporting or assisting 
victims of emergencies, and for which the medical facilities receiving the victims of emergencies 
would be required by law to notify the EREs of the potential exposure for purposes of the EREs 
seeking necessary diagnosis or medical treatment.  More information is available at 
https://www.cdc.gov/niosh/docs/2020-119/default.html?deliveryName=USCDC_10_4-
DM24118.   

 
Information about HIPAA Privacy and COVID-19 is available at  
https://www.hhs.gov/sites/default/files/february-2020-hipaa-and-novel-coronavirus.pdf. 

 
Information about disclosures of PHI to law enforcement officials is available in OCR’s HIPAA 
Guide for Law Enforcement at  
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/f  
inal_hipaa_guide_law_enforcement.pdf. 

 

Information about uses and disclosures of PHI for public health is available at  
https://www.hhs.gov/hipaa/for-professionals/special-topics/public-health/index.html. 
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